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1. Purpose 

This policy sets out how Barnton Parish Council manages its IT systems, digital 

communications, and personal data. It ensures compliance with the UK General Data 

Protection Regulation (UK GDPR), the Data Protection Act 2018, and the standards 

required under Assertion 10 of the 2025–26 Annual Governance and Accountability 

Return (AGAR), as detailed in the SAPPP Practitioners’ Guide 2025. 

Assertion 10 requires councils to demonstrate responsible digital governance, including 

the use of council-owned email systems, accessible websites, and robust data 

protection practices. 

 

2. Council-Owned Digital Infrastructure 

•  All council business must be conducted using official council email addresses  

•  Personal or non-council email accounts must not be used for council matters. 

•  The council will maintain a secure, accessible website that complies with WCAG 

2.2 AA standards, as required under Assertion 10. 

 

3. Data Protection and Privacy 

•  The council acts as both Data Controller and Data Processor. 

•  Personal data will be: 

•  Collected lawfully and transparently 

•  Stored securely 

•  Accessed only by authorised personnel 
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•  Retained only as long as necessary 

•  Deleted or anonymised when no longer needed 

•  The council will respond to Subject Access Requests (SARs) and Freedom of 

Information (FOI) requests within statutory timeframes. 

 

4. Cybersecurity and IT Management 

•  Devices used for council business must have: 

•  Password protection 

•  Up-to-date antivirus software 

•  Regular system updates 

•  Councillors and staff must not share login credentials. 

•  Any suspected data breach or suspicious activity must be reported to the Clerk 

immediately. 

 

5. Email and Communication Standards 

•  Emails must be professional, respectful, and relevant to council business. 

•  Sensitive information must not be shared via unsecured platforms. 

•  Group emails must use BCC where appropriate to protect privacy.  

Using BCC helps prevent: 

•  Sharing personal email addresses without consent. 

•  Accidental reply-all chains that could expose sensitive info. 

•  Data protection breaches, especially under UK GDPR rules. 

 

6. Website Governance 

•  The Clerk or appointed person is responsible for updating the website with: 

•  Meeting agendas and minutes 
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•  Financial documents 

•  Policies and notices 

•  Accessibility audits will be conducted annually to ensure ongoing compliance 

with Assertion 10. 

 

7. Training and Awareness 

•  Councillors and staff will receive basic training on: 

•  Data protection 

•  Cybersecurity 

•  Responsible digital communication 

•  The council will review its digital practices annually as part of its AGAR 

preparation. 

 

8. Policy Breaches 

•  Breaches of this policy may be referred to the Monitoring Officer and could result 

in formal action under the Members’ Code of Conduct or employment procedures. 

 


